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Common Attack Pattern Enumeration and Classification

x A Community Knowledge Resource for Building Secure Software

Building software with an adequate level of security assurance for its mission becomes more and
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more challenging every day as the size, complexity, and tempo of software creation increases
and the number and the skill level of attackers continues to grow. These factors each exacerbate

Reports
the issue that, to build secure software, builders must ensure that they have protected every
Documents relevant potential vulnerability; yet, to attack software, attackers often have to find and exploit
REsGUrces only a single exposed vulnerability. To identify and mitigate relevant vulnerabilities in software,
 Community the development community needs more than just good software engineering and analytical

Related Activities

Collaboration List practices, a solid grasp of software security features, and a powerful set of tools. All of these

things are necessary but not sufficient. To be effective, the community needs to think outside of
Calendar the box and to have a firm grasp of the attacker's perspective and the approaches used to
Froe Newsletter exploit software.
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e e Attack patterns are a powerful mechanism to capture and communicate the attacker's

perspective. They are descriptions of common methods for exploiting software. They derive from
the concept of design patterns applied in a destructive rather than constructive context and are
generated from in-depth analysis of specific real-world exploit examples.

To assist in enhancing security throughout the software development lifecycle, and to support the
needs of developers, testers and educators, the Common Attack Pattern Enumeration and
Classification (CAPEC) is sponsored by the Department of Homeland Security as part of the
Software Assurance strategic initiative of the National Cyber Security Division. The objective of
this effort is to provide a publicly available catalog of attack patterns along with a comprehensive
schema and classification taxonomy. This site now contains the initial set of content and will
continue to evolve with public participation and contributions to form a standard mechanism for
identifying, collecting, refining, and sharing attack patterns among the software community.
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